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TEMPLATE
PERSONAL DATA PROCESSING AGREEMENT 
 (hereinafter referred to as the: “Data Processing Agreement”)
Entered into on ……………………………… between:

the Foundation for Polish Science, with its registered office in Warsaw (02-611), at I. Krasickiego St. 20/22, entered into the register of associations, other social and professional organizations, foundations, and independent public healthcare institutions maintained by the District Court for the Capital City of Warsaw, 13th Commercial Division of the National Court Register under KRS No. 0000109744, NIP 526-03-11-952, REGON 012001533,
represented by:
…

hereinafter referred to as the: “Data Controller”,

and

…
represented by:
…

hereinafter referred to as the: “Processor”.

The Controller and the Processor are hereinafter collectively referred to as the “Parties”, and each of them individually as a “Party”.

Whereas the Parties have entered into an Agreement for the comprehensive organisation of a study visit to an academic entrepreneurship and innovation centre within the European Union for the Foundation for Polish Science (FNP) (Agreement No. …) hereinafter referred to as the “Agreement , and the cooperation between the Parties in the performance of the Agreement requires the entrusting to the Processor of the processing of personal data of the event participants and other persons designated by the Ordering Party, which the Processor shall carry out on behalf of FNP pursuant to the Agreement, the Parties have agreed as follows:

§1. Subject matter of the Agreement
1. All terms written in capital letters in the Agreement shall have the meaning assigned to them in the Agreement, unless the Agreement expressly provides otherwise.
2. In connection with the performance of the Agreement, the Data Controller entrusts the Processor with the processing of the personal data of event participants, which the Processor shall carry out on behalf of the FNP pursuant to the Agreement (hereinafter referred to as: “Personal Data”) in accordance with the terms set out in the Data Processing Agreement.
3. In respect of the performance of the services specified in the Data Processing Agreement, the Processor shall not be entitled to any remuneration in addition to that specified in the Agreement.

§2. Type of data
1. The scope of Personal Data entrusted for processing includes:
1. first names and surnames;
1. names (company names) and locations of business or scientific activity;
1. name of the institution;
1. telephone numbers;
1. email addresses;
1. image;
1. voice;
1. academic degree, artistic degree, title, professional title, role in the project, education, position;
1. IP address.
2. The scope of processing specified in paragraph 1 may be extended or restricted by the Data Controller at any time. Such restriction or extension may be effected by the Data Controller sending the Processor the new scope of Personal Data entrusted for processing via email (to the Processor’s email address: ………………………………). In the absence of a response from the Processor within 3 working days of the date the message was sent by the Data Controller, it shall be deemed that the Processor has accepted the change to the scope of the processing.

§3. Nature and purpose of processing
1. The Processor is obliged to process Personal Data solely for the purpose of the proper performance of the Agreement and undertakes to apply such a nature of Personal Data processing as is justified for the purpose of performing the Agreement.
2. The Processor is not authorised to transfer Personal Data to a third country or an international organisation within the meaning of Regulation (EU) 2016/679 of the European Parliament and of the Council (EU) 2016/679 of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (hereinafter: “GDPR”), without the prior express consent of the Data Controller.

§4. Declarations and obligations of the Processor
1. The Processor hereby declares and warrants that it possesses the infrastructure, experience, knowledge and qualified personnel necessary to properly perform the Data Processing Agreement, in accordance with the generally applicable laws in force in Poland. In particular, the Processor declares and warrants that it is familiar with and applies the principles of personal data protection arising from the GDPR.
2. The Processor undertakes, in particular, to:
a) process Personal Data solely within the scope specified in the Data Processing Agreement and solely for the purpose of the proper performance of the Agreement;
b) process Personal Data solely on the documented instructions of the Data Controller (i.e. provided in the form of instructions, or in another written or electronic document supplied to the Processor by the Data Controller), unless such an obligation is imposed on it by applicable EU or national law – in which case the Processor shall inform the Data Controller, by email to the address:iodo@fnp.org.pl – prior to commencing processing – of this legal obligation, provided that such law does not prohibit the provision of such information on grounds of an important public interest;
c) process Personal Data in accordance with the legislation in force in Poland, in particular to process Personal Data in accordance with the GDPR and Polish legislation adopted to facilitate the application of the GDPR, other applicable laws in force in Poland, the Data Processing Agreement and the instructions of the Data Controller;
d) when performing the Data Processing Agreement, to use only persons who have been granted a personal authorisation to process data in writing;
e) train all persons to whom the above authorisation is to be granted on the subject of personal data protection and criminal and civil liability arising from non-compliance with the regulations governing personal data protection;
f) keep a register of persons authorised to process the entrusted Personal Data and make it available to the Data Controller upon request;
g) oblige, in writing, the persons it engages in the performance of the Data Processing Agreement to keep Personal Data confidential;
h) all members of the Processor’s staff who have access to Personal Data shall process Personal Data solely on the instructions of the Data Controller, unless required to do so by EU or national law;
i) process Personal Data in accordance with the highest standards of security and personal data protection required by applicable law;
j) assist the Data Controller, in particular by implementing appropriate technical and organisational measures, in fulfilling the obligation to respond to requests from data subjects regarding the exercise of their rights as set out in Chapter III of the GDPR (Rights of the data subject). The Processor’s assistance shall be provided 
in a form and within a timeframe enabling the Data Controller to fulfil such obligations properly and in a timely manner. In view of the above, the Processor is in particular obliged to:
· provide information and disclose Personal Data at the Data Controller’s request within 3 working days, in the form specified by the Data Controller; 
· The Processor shall also, without delay but no later than within 3 working days, inform the Data Controller of any request concerning the exercise of the data subject’s rights submitted to the Processor; for the avoidance of doubt, however, the Processor shall not respond to such a request without the prior consent or express instruction of the Data Controller;
k) assist the Data Controller in fulfilling the obligations set out in the GDPR, and in particular those specified in Articles 32–36 of the GDPR, i.e. in particular with regard to:
· ensuring the security of the processing of Personal Data by implementing appropriate technical and organisational measures in accordance with Clause 5 of the Data Processing Agreement;
· the procedure for reporting personal data breaches to the supervisory authority and notifying data subjects of such a breach, in accordance with § 6 of the Data Processing Agreement;
· the Data Controller carrying out a data protection impact assessment and consulting the supervisory authority;
l) providing the Data Controller, upon each request, no later than within 3 working days, all information necessary to demonstrate the Data Controller’s compliance with the legal obligations referred to in paragraph 1, and in particular with the GDPR, and to enable the Data Controller or an auditor authorised by the Data Controller to carry out audits, including inspections, in accordance with § 8 of the Data Processing Agreement;
m) keep a written record of all categories of processing activities carried out on behalf of the Data Controller, in accordance with Article 30 of the GDPR;
n) cooperate with the Data Controller in the event of an inspection, audit or investigation concerning the processing of Personal Data by a competent authority or in connection with an audit conducted by the Data Controller;
o) provide the Data Controller with copies of inspection reports, requests or opinions from authorities addressed to the Processor, without a separate request from the Data Controller, no later than within 3 working days of receipt;
p) immediately inform the Data Controller if, in its opinion, an instruction issued to it constitutes a breach of the GDPR or other EU or national data protection regulations. The Processor shall provide such information in electronic form to the email addressiodo@fnp.org.pl , and this information shall include, in particular: 1) an indication of the provision which the instruction issued infringes; and 2) a statement of reasons containing factual and legal arguments.
3. The Processor recognises the obligation to protect personal data as an obligation of all members of the Processor’s Staff, regardless of the legal relationship between the Processor and such persons. At the same time, the Processor undertakes that, should any of the persons referred to in the preceding sentence breach any rules regarding the protection of personal data, the Processor shall immediately remove them from performing activities related to the Data Processing Agreement and prevent them from accessing any Personal Data.

§5. Measures to safeguard Personal Data
1. The Processor undertakes to implement and apply appropriate technical and organisational measures to ensure a level of security appropriate to the risk of infringement of the rights or freedoms of natural persons whose Personal Data will be processed under the Data Processing Agreement, and to ensure the implementation of data protection principles at the design stage (privacy by design) and default data protection (privacy by default) – Article 25 of the GDPR.
2. The Data Controller shall have the right to issue binding instructions to the Processor regarding the implementation of additional/new security measures. The Processor shall implement such measures within a timeframe previously agreed with the Data Controller.

§6. The Processor’s information obligations. Incidents
1. The Processor is obliged to notify the Data Controller immediately, but no later than within 2 working days of becoming aware of the information, by email to:iodo@fnp.org.pl , regarding:
a) any ongoing or planned inspection, audit or review concerning the processing of Personal Data by the Processor or a Sub-processor, and to allow the Data Controller to participate 
in such an inspection, audit or review, provided that this is not prohibited by mandatory provisions of law or by the authority conducting the inspection;
b) any proceedings in which the Controller or a Sub-processor is involved in matters concerning the protection of Personal Data conducted by state or local government authorities, including in particular by the national supervisory authority (including in particular all correspondence with the PUODO or other supervisory authority with the aforementioned authorities, decisions issued by them, complaints under consideration, and inspections being conducted or announced), the police or a court (including, in particular, any proceedings concerning the entrusting of personal data for processing), unless this would be contrary to a decision issued by public administration bodies or to legal provisions of which it is aware.
2. The Processor is obliged to notify the Data Controller immediately, but no later than within 8 hours, of any incident that has occurred (hereinafter referred to as: “Incident”), which is understood to mean:
a) a breach of personal data protection rules or
b) a suspected breach, or 
c) an attempt to breach the rules on the protection of personal data.
3. Incident reports should be sent to the following email address:iodo@fnp.org.pl (along with a simultaneous telephone notification of the incident to 665-888-709) 
and must contain at least the following information:
a) a detailed description of the Incident, in particular: the date, duration, location of the Incident and its scale (including the approximate number of people affected by the Incident and the categories of those people);
b) the name and contact details of a person who can provide further information about the Incident;
c) a description of the measures taken by the Processor to minimise any potential adverse effects of the Incident.
4. The Processor is obliged to provide the Data Controller with all documents and information relating to the Incident immediately, but no later than within 8 hours, upon any request from the Data Controller. 
5. The Processor is obliged to comply with any guidelines or instructions from the Data Controller in order to minimise any potential adverse effects of the Incident and prevent its recurrence in the future. 

§7. Further entrustment of the processing of Personal Data
1. [bookmark: _Ref467615541]The Processor is authorised to further entrust the processing of Personal Data to a sub-processor (hereinafter: “Sub-processor”). At the same time, the Processor undertakes to use only the services of such Sub-processors who provide sufficient guarantees that they have implemented appropriate technical and organisational measures to ensure that the processing complies with the requirements of the GDPR and applicable data protection legislation, and safeguards the rights of data subjects.
2. In the event of further entrustment of Personal Data in accordance with paragraph 1, the Processor is obliged, prior to such further entrustment, to provide the Data Controller with a list of Sub-processors. The Processor is further obliged to inform the Data Controller in advance of any changes regarding the addition or replacement of Sub-processors. 
3. The Data Controller is entitled to object to changes to Sub-processorsor the addition of new Sub-processors referred to in paragraph 1, without giving any reason, as well as to request the cessation of the entrustment of the processing of Personal Data to a Sub-processor, should it be found that the Sub-processor does not guarantee the application of appropriate technical or organisational measures to ensure the security of Personal Data. 
4. The Processor shall ensure that the agreements it concludes with Sub-processors contain provisions identical to those contained in the Data Processing Agreement, in particular imposing on Sub-processors the obligation to implement and apply at least the same level of protection of Personal Data as provided for in the Data Processing Agreement. 
5. The Processor shall be liable for the acts or omissions of any entity to which it has entrusted the further processing of Personal Data as for its own acts or omissions.

§8. Data Controller Audits
1. The Data Controller shall be entitled to audit the processing of Personal Data by the Processor in accordance with the rules set out in this paragraph. For the purposes of this paragraph, the Data Controller shall also be understood to include an external auditor acting on behalf of the Data Controller.
2. The Data Controller shall notify the Processor of its intention to conduct an audit 7 days in advance, specifying the date of the audit. In justified cases, where the conduct of an audit is necessary to ensure the correctness of the processing of Personal Data, including its security, the Processor may conduct an audit without the notice referred to 
in the preceding sentence. 
3. The Processor is obliged to cooperate with the Data Controller during the audit, in particular:
a) grant the Data Controller access to all premises where the processing of Personal Data takes place;
b) to allow the Controller to inspect the documentation relating to the processing of Personal Data and any IT systems used by the Processor for the purpose of processing Personal Data, as well as the documentation thereof;
c) provide the Data Controller with any clarifications and information regarding the processing of Personal Data without delay. 
4. The audit shall be confirmed by a report. Upon completion of the audit referred to above, a representative of the Data Controller shall draw up a report in 2 (two) copies, which shall be signed by representatives of both Parties. In the event that the Processor’s representative refuses to sign the report, the Data Controller’s representative shall make a note to that effect on the report and sign it alone. 
5. [bookmark: _Ref467596821]Upon completion of the audit, the Data Controller may provide the Processor with guidelines or comments, which the Processor is obliged to comply with within the timeframe specified by the Data Controller. 
6. The Data Controller shall also be entitled to conduct audits of Sub-processors. The Processor shall ensure that agreements concluded with Sub-processors provide for the Data Controller’s right to conduct an audit of the Sub-processor, on terms no less favourable to the Data Controller than those set out in this paragraph. 

§9. Liability of the Processor. Contractual penalties
1. The Processor shall bear full liability for improper performance or non-performance of the Data Processing Agreement or for any breach of data protection regulations. 
2. The Processor shall pay the Data Controller a contractual penalty in each of the following cases:
a) in the event of a delay by the Processor in providing information about an Incident, in accordance with § 6(2) of the Data Processing Agreement, in the amount of PLN 500 for each commenced hour of delay;
b) in the event of a breach of the provisions of the Data Processing Agreement other than those specified in point (a), in the amount of PLN 5,000 for each instance of breach;
c) in the event of a failure to meet the deadline for performing the activities referred to in § 10(1) of the Data Processing Agreement, in the amount of PLN 500 for each day or part thereof of delay.
3. The Data Controller shall be entitled to claim compensation in full should the damage exceed the value of the contractual penalties charged. 
4. Contractual penalties shall be payable within 7 (seven) days of the Processor receiving the debit note to the bank account specified in the debit note.
5. [bookmark: _Ref467599249]In the event of a breach of the regulations governing the protection of personal data for reasons attributable to the Processor, the Processor undertakes to reimburse the Data Controller for all costs incurred as a result of a final court judgment, a final decision by a regulatory authority, or a settlement reached with the Processor’s consent, including the costs of publishing the judgment or statement, legal costs, compensation and damages which the Data Controller incurs in connection with a breach of the regulations governing the protection of personal data for reasons attributable to the Processor. In the event that a third party brings an action against the Data Controller for infringement of the third party’s rights in connection with a breach of the provisions governing the protection of personal data for reasons attributable to the Processor, the Processor shall join the proceedings as a defendant, and where this is not possible, shall intervene on the defendant’s side. The Processor shall pay the Data Controller the aforementioned amounts within 7 (seven) days of the date on which the judgment becomes final, the final decision of the authority is issued, or a settlement is reached.
6. Notwithstanding the obligations set out in paragraph 5, the Processor is obliged to provide 
in the course of the proceedings referred to therein, all necessary explanations, information or documents. The Processor also undertakes to take reasonable, legally permissible measures aimed at protecting the Data Controller against proceedings, complaints, legal actions or other measures resulting from the Processor’s breach of personal data protection rules.

§10. Deletion of Personal Data
1. [bookmark: _Ref466478518][bookmark: _Ref467348558]No later than within 14 (fourteen) days of the expiry or termination of the Data Processing Agreement, the Processor undertakes to: 
a) destroy all media containing Personal Data (including all copies of Personal Data, including working and archive copies) in the presence of a committee, or 
b) return the aforementioned media containing Personal Data to the Data Controller;
- depending on the Data Controller’s request, submitted to the Processor by email to the address: ……………………… subject to paragraph 2. 
2. For the avoidance of doubt, the Parties hereby agree that in the case of Personal Data stored in IT infrastructure, such as servers, computers, mass storage media or other computer equipment, the Data Controller is not entitled to demand the handover of the elements of the IT infrastructure referred to above in which the Personal Data has been stored. Personal Data stored in the IT infrastructure shall 
in such a case permanently destroyed (deleted) by the Processor, without the possibility of their recovery (restoration) in any way.

§11. Term
1. The Data Processing Agreement is concluded for the duration of the Contract. For the avoidance of doubt, the Parties confirm that the Data Processing Agreement shall expire upon the termination of the Contract, regardless of the cause.
2. The Data Processing Agreement may be terminated by the Data Controller with immediate effect in the event of valid reasons, which the Parties understand to include, 
in particular: 
a) a breach by the Processor of any provision of the Data Processing Agreement;
b) a breach by the Processor or a Sub-processor of the provisions governing the protection of personal data, in particular those listed in § 3(2) of the Data Processing Agreement;
c) failure to comply with the Data Controller’s guidelines or comments addressed to the Processor pursuant to § 5(2), § 6(5) and § 8(5) of the Data Processing Agreement.
3. The Parties hereby confirm that termination of the Data Processing Agreement by the Data Controller constitutes valid grounds entitling the Data Controller to terminate the Agreement with immediate effect. The Processor shall have no claims against the Data Controller in connection with the termination of the Data Processing Agreement and the Agreement.
4. If the Processor entrusts the processing of Personal Data to a Sub-processor, it undertakes to conclude an agreement between itself and the Sub-processor such that termination of the Data Processing Agreement shall result in the simultaneous termination of the agreement concluded by the Processor 
with the Sub-processor.

§12. Final provisions
1. The Data Processing Agreement shall enter into force on the date of its signing by the Parties.
2. The Processor may not transfer the rights or obligations arising from the Data Processing Agreement to any entity without the prior written consent of the Data Controller, which must be in writing to be valid.
3. Polish law shall apply to the Data Processing Agreement.
4. Any amendments or additions to the Data Processing Agreement must be made in writing, otherwise they shall be null and void.
5. The court having jurisdiction to settle disputes arising in connection with the performance of the Data Processing Agreement shall be the court having jurisdiction over the Data Controller’s registered office.
6. The Agreement shall be drawn up in two identical copies, one for each Party 
where the Agreement is drawn up in writing or where the Agreement is drawn up in electronic form , the Agreement shall be affixed with a qualified electronic signature by each Party.
7. Where the Agreement is concluded in electronic form, the date of conclusion of the Agreement shall be deemed to be the date on which the Agreement is signed by the last of the Parties (the date on which the last person signing the Agreement on behalf of the Party affixes their signature).
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